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e Modules
o Active Directory Attacks
o PowerShell Empire
« Introduction to Buffer Overflows
o Bash Scripting

e Labs: 3 dedicated student virtual machines (Windows 10 client, Active
Directory domain controller, Debian client), more shared lab machines
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« New target network to facilitate a hands-on walkthrough demonstrating
a complete penetration testing exercise

e Extra mile exercises
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« All existing modules were updated, most notably:
o Passive Information Gathering
« Win32 Buffer Overflows
o Privilege Escalation
« Client-Side Attacks
o Web Application Attacks
o Port Redirection and Tunneling
« The Metasploit Framework

« Updates to existing machines’ OS and attack vectors
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CEH:

Module 01:
Module 02:
Module 03:
Module 04:
Module 05:
Module 06:
Module 07:
Module 08:
Module 09:
Module 10:
Module 11:
Module 12:
Module 13:
Module 14:
Module 15:
Module 16:
Module 17:
Module 18:
Module 19:

Module 20:
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SOC (Security Operations Center) lae addle g fpaase ©

(Network Security Professionals) asiis cosl fypacise  ®

(Pentest Professionals) 3¢a5 s fypansie ®

(Information Security Professionals) wledb! cosl fyoansie  ®

Introduction to Ethical Hacking
Footprinting and Reconnaissance
Scanning Networks

Enumeration

Vulnerability Analysis

System Hacking

Malware Threats

Sniffing

Social Engineering
Denial-of-Service

Session Hijacking
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Evading IDS, Firewalls, and Honeypots

Hacking Web Servers
Hacking Web Applications
SQL Injection

Hacking Wireless Networks
Hacking Mobile Platforms
loT Hacking

Cloud Computing

Cryptography
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PWK:

Penetration Testing: What You Should Know

Getting Comfortable with Kali Linux

Command Line Fun

Practical Tools

Bash Scripting

Passive Information Gathering
Active Information Gathering
Vulnerability Scanning

Web Application Attacks
Introduction to Buffer Overflows
Windows Buffer Overflows
Linux Buffer Overflows
Client-Side Attacks

Locating Public Exploits
Fixing Exploits

File Transfers

Antivirus Evasion

Privilege Escalation

Password Attacks

Port Redirection and Tunneling
Active Directory Attacks

The Metasploit Framework
PowerShell Empire

Assembling the Pieces: Penetration Test Breakdown

Trying Harder: The Labs
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https://www.eccouncil.org/programs/certified-ethical-hacker-ceh

https://www.offensive-security.com/pwk-oscp/
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