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SEC401.1: Network Security Essentials
= An Introduction
= Defensible Network Architecture
= Protocols and Packet Analysis
= Network Device Security
= Virtualization and Cloud
= Securing Wireless Networks
e SEC401.2: Defense-in-Depth
» Defense-in-Depth
= |dentity and Access Management
= Authentication and Password Security
= CIS Controls
= Data Loss Prevention
= Security Plans and Risk Management
e SEC401.3: Vulnerability Management and Response
= Vulnerability Assessments
= Penetration Testing
= Attacks and Malicious Software
= Web Application Security
= Security Operations and Log Management
= Digital Forensics and Incident Response
e SECA401.4: Data Security Technologies
= Cryptography
= Cryptography Algorithms and Deployment
= Applying Cryptography
= Network Security Devices
= Endpoint Security
e SEC401.5: Windows Security
= Windows Security Infrastructure
=  Windows as a Service
»  Windows Access Controls
» Enforcing Security Policy
= Network Services and Cloud Computing
= Automation, Auditing, and Forensics
e SEC401.6: Linux, Mac and Smartphone Security
= Linux Fundamentals: Structure, Permissions, and Access Controls
» Linux Security Enhancements and Infrastructure
= Containerized Security
= macOS Security
= Mobile Device Security
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