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SANS SEC560: Network Penetration Testing and
Ethical Hacking
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e SEC560.1: Comprehensive Pen Test Planning, Scoping, and Recon
Exercises:
= Tour of the SANS Slingshot Penetration Testing Virtual Machine
= Formulating an Effective Scope and Rules of Engagement
= Document Metadata Treasure Hunt
= Utilizing Recon-ng to Plunder DNS for Useful Information

Topics:

=  The Mindset of the Professional Pen Tester

= Building a World-Class Pen Test Infrastructure

= Creating Effective Pen Test Scopes and Rules of Engagement
= Detailed Recon Using the Latest Tools

= Effective Pen Test Reporting to Maximize Impact

= Mining Search Engine Results

= Document Metadata Extraction and Analysis

e SEC560.2: In-Depth Scanning

Exercises:
= Getting the Most Out of Nmap
= OS Fingerprinting and Version Scanning In-Depth
=  The Nmap Scripting Engine
= The Nessus Vulnerability Scanner
= Netcat for the Pen Tester
= PowerShell for the Pen Tester
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Topics:

Tips for Awesome Scanning

Tcpdump for the Pen Tester

Nmap In-Depth: The Nmap Scripting Engine
Version Scanning with Nmap

Vulnerability Scanning with Nessus
False-Positive Reduction

Enumerating Users

Netcat for the Pen Tester

Monitoring Services during a Scan

e SEC560.3: Exploitation
Exercises:

Topic

Client-Side Attacks with Metasploit

Exploiting Network Services and Leveraging the Meterpreter

Evading Anti-Virus Tools with the Veil Framework

Metasploit Databases and Tool Integration

Port Pivoting Relays

Leveraging PowerShell Empire for Post Exploitation

Creating Malicious Services and Leveraging the Wonderful WMIC Toolset
S.

Comprehensive Metasploit Coverage with Exploits, Stagers, and Stages
Strategies and Tactics for Anti-Virus Evasion

In-Depth Meterpreter Analysis, Hands-On

Implementing Port Forwarding Relays for Merciless Pivots

How to Leverage PowerShell Empire to Plunder a Target Environment

e SEC560.4: Password Attacks and Merciless Pivoting
Exercises:

Topics:

Password Guessing and Spraying with THC-Hydra

Metasploit Psexec, Hash Dumping and Mimikatz Kiwi Credential Harvesting
Pivoting with Metasploit and SSH

Password Cracking with John the Ripper and Hashcat

Sniffing and Cracking Windows Authentication Exchanges

Metasploit Pivoting and Mimikatz Kiwi for Credential Harvesting

Windows Command Line Kung Fu for Penetration Testers
PowerShell's Amazing Post-Exploitation Capabilities

Password Attack Tips

Account Lockout and Strategies for Avoiding It

Automated Password Guessing with THC-Hydra

Retrieving and Manipulating Hashes from Windows, Linux, and Other
Systems

Pivoting through Target Environments

Extracting Hashes and Passwords from Memory with Mimikatz Kiwi

e SEC560.5: Domain Domination and Web App Pen Testing

Exerc

Ises:

Kerberos Attacks

Attacking Nearby Clients with Responder

Domain Mapping and Exploitation with Bloodhound

Effective Domain Privilege Escalation

Domain Dominance

Using the ZAP Proxy to Manipulate Custom Web Applications
Leveraging Command Injection Flaws

Exploiting SQL Injection Flaws to Gain Shell Access of Web Targets

Topics:

Kerberos authentication protocol
Poisoning multicast name resolution with Responder
Domain Mapping and Exploitation with Bloodhound
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= Effective Domain Privilege Escalation

= Persisting administrative domain access

= Using the ZAP Proxy to Manipulate Custom Web Applications
= Maximizing Effectiveness of Command Injection Testing

= Data Plundering with SQL Injection

= Leveraging SQL Injection to Perform Command Injection

e SEC560.6: Penetration Testing Workshop

Exercises:

= A Comprehensive Lab Applying What You Have Learned Throughout the
Course

= Modeling a Penetration Test Against a Target Environment

Topics:
= Applying Penetration Testing and Ethical Hacking Practices End-to-End

= Detailed Scanning to find Vulnerabilities and Avenues to Entry

= Exploitation to Gain Control of Target Systems

= Post-Exploitation to Determine Business Risk

= Merciless Pivoting

= Analyzing Results to Understand Business Risk and Devise Corrective
Actions
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