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SEC511: Continuous Monitoring and Security Operations

e SECTION 1: Current State Assessment, SOCs
e and Security Architecture

e SECTION 2: Network Security Architecture

e SECTION 3: Network Security Monitoring

e SECTION 4: Endpoint Security Architecture

e SECTION 5: Automation and Continuous

e Security Monitoring

e SECTION 6: Capstone: Design, Detect, Defend
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SANS$ SEGHO3g Mrimwark Monitoring and Threat Detection In-Depth

SECTION 1: Network Monitoring and Analysis: Part |

SECTION 2: Network Monitoring and Analysis: Part 11

SECTION 3: Signature-Based Threat

Detection and Response

SECTION 4: Building Zero-Day Threat

Detection Systems

SECTION 5: Large-Scale Threat Detection, Forensics, and Analytics
SECTION 6: Advanced Network Monitoring and Threat

Detection Capstone

EC-Council Certified Incident Handler (ECIH)

e Module 1: Introduction to Incident Handling and Response

e Module 2: Incident Handling and Response Process

e Module 3: First Response

e Module 4: Handling and Responding to Malware Incidents

e Module 5: Handling and Responding to Email Security Incidents

e Module 6: Handling and Responding to Network Security Incidents

e Module 7: Handling and Responding to Web Application Security Incidents
e Module 8: Handling and Responding to Cloud Security Incidents

e Module 9: Handling and Responding to Insider Threats

e Module 10: Handling and Responding to Endpoint Security Incidents



